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Content of the May 2020 Advisory

Deceptive shipping practices
Recommended risk mitigation measures
• Insurers
• Flag registry managers
• Port state control authorities
• Shipping industry associations
• Commodity trading, supplier, and 

brokering cos
• Financial institutions
• Ship owners, operators, and 

charterers
• Classification societies
• Vessel captains
• Crewing companies

Summary of U.S. / U.N. sanctions 
on North Korea, Iran, and Syria and 
each country’s maritime sanctions 
evasion tactics

What about Crimea, Cuba, 
Venezuela?



Content of the Advisory:
#1 - Deceptive Shipping 
Practices



Deceptive Shipping Practices

AIS Disabling or 
Manipulation (Vessel 

Spoofing)

Physically Altering 
IMO #

Falsifying Documents 
to Obscure Cargo 

Origin

Ship-to-Ship Transfers

Voyage Irregularities 

(indirect routing, 
detours, 

transshipment)

False Flags and Flag 
Hopping

Complex Chains of  
Ownership or 
Management 

(shell companies, title 
shuffling)



Deceptive Shipping Practices

Source: Windward

According to maritime intelligence 
and analytics provider Windward, 
based on the behavior of the global 
fleet for sanctions risk over the last 
six months of 2019, disabling AIS 
was the most prevalent deceptive 
tactic.



Deception in Action: Iranian Oil

• xxxxxxx
No AIS

AIS, 
laden

STS

Loitering, no port calls, 
dark activity, identity 

changes, STS

Unloading
China

Pattern of activity by LPG tankers 
owned/operated by Kunlun Shipping, 
which was managed by Cosco Shipping 
Tanker (Dalian) Seaman & Ship Mgmt Co., 
which OFAC sanctioned in September 
2019.  (Per Lloyd’s List Intelligence, June 
2019.) 



Deception in Action: Wan Heng/DPRK

Source: UN Panel of Experts Report (March 2019)

1. April 10, Russia-flagged 
Patriot and UN-designated 
Wan Heng go dark and 
conduct STS.

2. Patriot reappears with draft 
change indicating cargo discharge.  
Wan Heng stays dark.

3. April 15, Wan Heng 
discharges cargo in Nampo, 
DPRK



Deception in Action: Yuk Tung/DPRK

• DPRK-linked Yuk Tung, designated by UN 
with its owner in March 2018

• Identifier “YT” removed from stack 

• False name “Maika” painted on stern with 
IMO of Comoros-flagged “Hika”

• Hika was a sister ship built in same year by 
same manufacturer to same specifications

• Equatorial Guinea certificate of registry 
obtained or forged; identified owner as 
Virtue Base Development Ltd of Seychelles, 
with a c/o address of Vanguard Shipping 
Safety Management in Taiwan



Deception in Action: Yuk Tung/DPRK

• Between May and November 2018, Yuk 
Tung operated in the East China Sea, 
transmitting its identity via AIS as Maika, 
using Hika’s IMO

• Meanwhile, the real Hika traveled from 
Lome in the Gulf of Guinea to Bangladesh 
where it was benched for scrap on Oct 9.

• On October 28, 2018, YT obtained $5.7M 
of refined petroleum via STS from the 
Ocean Explorer 



Deception in Action: Yuk Tung/DPRK

• Golden Luxury Corp of Belize, purportedly acting on behalf of Zeeshan 
Building Materials Trading LLC, contracted for the fuel with Yuantai
Fuel Trading of Singapore 

• Yuantai obtained the fuel from leading Singaporean trader Hin Leong, 
with which Yuantai had a pre-existing relationship.  

• Per the UN, “United States and Singaporean banks … facilitated the 
fuel payments and a leading United Kingdom insurer … provided 
protection and indemnity cover”.



Content of the Advisory:
#2 - Recommended Risk 
Mitigation Measures for 
Insurers



Guidance vs Requirements

How should industry think about 
the practical implications of OFAC 
“guidance”?



May 2020 Maritime Guidance 

Sanctions Compliance Program

May 2019 Framework for OFAC Compliance Commitments
• Management commitment
• Risk assessment
• Internal controls
• Testing and audit
• Training

Beyond communication, do 
insurers need to consider 
existence and adequacy of 
such controls as part of 
KYC?



KYC Due Diligence

2. For high-risk vessels under insured’s ownership or control, 
collect/analyze: 

• Name of vessel
• IMO #
• Ultimate beneficial owner
• Name, business address, residential address, phone number, 

email of, and color passport copy of individual owner(s)
• AIS history
• Ship registry information
• Ship flagging information

+ Obtain authorization to provide PII to local, US, and UN authorities in 
event of illicit activity.

1. Assess risk of all vessels under the ownership or 
control of an insured (owner, charterer, manager, 
etc.)

• High risk waters
• High risk capabilities (bulk goods, STS)
• High risk goods (petrochemicals, metals, coal, 

sand)



High Risk Waters

19



High Risk Waters - DPRK
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Source: OFAC DPRK Advisory

Bohai Sea, Yellow Sea, East 
Sea/Sea of Japan, East China 
Sea, Gulf of Tonkin

Russia: Vladivostok, Nakhodka
China: Luhuashan, Zhoushan, 
Luoyuan, Taichung 
S. Korea: Busan, Yosu, Gwangyang
Singapore, Hong Kong
Taiwan: Keelung, Taipei, Kaohsiung



High Risk Waters – Iran, Syria

21

Mediterranean Sea
Red Sea, Persian 
Gulf, Arabian Sea



Lloyd’s Bulletin Y5246 (April 2019)



Lloyd’s Bulletin Y5246 (April 2019)

Sample Customer Due Diligence Questionnaire 



AIS Monitoring

Significant time period with 
non-transmission 
inconsistent with SOLAS

Suspicious deviations in 
routes

Pattern of disabling AIS in a 
manner inconsistent with 
SOLAS



AIS vs Behavioral Analytics

25

AIS alone yields >24,000 
non-transmission events 
over 4,197 vessels in 30 
days.

Source: Windward

(4K vessels)



AIS vs Behavioral Analytics
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Source: Windward

(~470 cases)

8,615

AI tool applies behavioral 
analytics based on 
additional data points and 
deep maritime expertise to 
isolate genuinely suspicious 
activity

(478 vessels)



Contract Clauses and Communication

1. AIS disablement/manipulation clause

2. STS AIS verification clause

3. Authorization to share PII and due diligence 
documents with authorities

…

4. Communication with counterparties regarding 
sanctions obligations and SCP expectations (see 
also slide 13)



Sample AIS switch-off clause

Source: Generali website



Information Sharing

OFAC recognizes that local data privacy laws may 
limit ability to share, but encourages contractual 
consent to disclosure where local law permits 

…



Content of the Advisory:
#3 - Recommended Risk 
Mitigation Measures for 
Other Maritime Actors



Target maritime industry actors

The Advisory includes separate lists of recommendations for:

• Insurers

• Flag registry managers

• Port state control authorities

• Shipping industry associations

• Commodity trading, supplier, and brokering companies

• Financial institutions

• Ship owners, operators, and charterers

• Classification societies

• Vessel captains

• Crewing companies

How should insurers think about 
OFAC’s recommendations to their 
insureds?



Guidance for Commodity Traders, 
Suppliers, Brokers
• KYC diligence including ship location, ship registry, and ship flagging data

• AIS history evaluation; require clients to cease using problematic vessels

• AIS monitoring of chartered clients (on a risk basis)

• AIS switch-off clause

• Generally:
• Contractual right to verify, and actual verification, that transactions occur as outlined in commodity contract
• Investigate transactions with below-market prices for petroleum, petrochemicals and metals (red flag)
• For transactions that present sanctioned country origin/destination risk, review, analyze, and as necessary 

investigate, shipping documentation (which should include vessel(s), cargo, origin, destination, and parties) for 
sanctions nexus or evidence of manipulation or omission or sanctions nexus.

• For STS:
• Prohibit transfer to vessels not broadcasting AIS consistent with SOLAS
• Require verification of vessel IMO and review of vessel logs and cargo certificate of origin to establish chain of 

custody for cargo

• Communication of obligations and expectations to counterparties

• SCP reporting and anti-retaliation mechanisms



UN Panel End User Verification Clause 

Source: UN Panel of Experts DPRK Report, March 2019



Guidance for Ship Owners, Operators, 
Charterers

• KYC diligence including AIS history, ship location, ship registry, and ship flagging data

• AIS history evaluation; require clients to cease using problematic vessels

• AIS monitoring, including leased vessels (High risk waters, high risk capabilities, high risk cargo)

• Consider use of LRIT with signals every 3 hours

• AIS switch-off clause and clear communication to clients regarding monitoring and reporting

• Generating, analyzing and maintaining on file record of delivery and recipient vessels, or port recipients, including 
photographs where possible  

• SCP reporting and anti-retaliation mechanisms

• Communication of obligations and expectations to counterparties, including expectations around AIS monitoring, 
onboarding and offloading checks, bill of lading checks

• Circulating information about Rewards for Justice awards for information leading to disruption of DPRK and IRGC 
financial mechanisms



Guidance for Captains and Crewing Cos.

• Awareness of / education on IMO guidance on illicit shipping and deceptive practices

• Communicating to clients that AIS will be monitored and disablement/manipulation will be investigated

• Researching prospective vessel’s AIS history 

• Verify vessel name, IMO #, flag, and business purpose before conducting transfer [Captains]

• SCP reporting and anti-retaliation mechanisms [Crewing Companies]

• Circulating information about Rewards for Justice awards for information leading to disruption of DPRK 
and IRGC financial mechanisms



Useful links

• FFIEC BSA/AML Examination Manual – https://bsaaml.ffiec.gov/manual/Introduction/01

• OFAC feedback email box: OFAC_feedback@treasury.gov

https://bsaaml.ffiec.gov/manual/Introduction/01


This presentation is an overview of legal principles. Nothing in this presentation constitutes legal advice, which can only be obtained as a result of a personal 

consultation with an attorney. The content is believed accurate at the time of presentation, but does not purport to be complete statement of all relevant issues 

and is subject to change. 
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